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 Wireless ad hoc networks have been proposed to offer and support dynamic scenarios 

where no wired-network existed. Ad hoc environments introduce two main problems 

not commonly faced by traditional stable network routing protocols. These are the lack 

of constant infrastructure support and the frequent changes to network topology. At the 
physical level, wireless channels offer poor protection to protocol packets and are 

susceptible to signal interference, jamming, eavesdropping, and distortion.  There are 

several methods to prevent attacks to ad-hoc networks, for instance encryption methods 
like implementing Public/Private key algorithms for communication among wireless 

nodes and utilizing VPN and IPSec methods on the base of PKI concepts. 
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INTRODUCTION 

      

Ad hoc wireless routing protocols assume that the mobile nodes are cooperating with each other to route a 

packet from the source to their destinations. Routing protocol packets carry important control information that 

governs the behavior of data transmission in the ad hoc network. Without adequate protection, these packets can 

be easily demolish or modified. Since the level of trust in a traditional ad hoc network cannot be measured or 

enforced, enemy nodes or compromised nodes may participate directly in the route discovery, and intercept and 

filter routing protocol packets to disrupt communication. Compromised users may use the information slowly 

and with difficulty from transit packets to mount and implement an attack or anticipate combat moves to their 

advantage. 

Since there is no penalty or punishment for misbehavior, in general, nodes have no incentive to behave 

well. Malicious nodes can insert counterfeit information into routing packets and cause routing loops, long 

timeouts, and advertisement of false or exaggerated metrics, replay old routing updates etc. 

Traditional ad-hoc routing protocols place complete trust on the nodes and are therefore vulnerable to any 

or all of these attacks. Other attacks, for example, physically destroying nodes or jamming broadcast signals 

etc., exist. We recognize that a complete solution to the problem addresses these issues as well. In this paper, we 

focus on the threats associated with routing protocols and routing misbehavior and possible solutions for 

preventing attacks against wireless nodes by using Digital Certificates and Public Keys Infrastructure.  

 

Ad hoc Network Characteristics: 

Ad hoc networks have numerous characteristics that contrast sharply with fixed networks or ordinary 

wireless networks. First, there is no infrastructure support. All routers are mobile and can communicate with 

each other only when they are in transmission range. Second, ad hoc wireless nodes are resource constrained, 

with limited processing and memory capacity, and are usually powered with batteries. Finally, the 

communication medium in ad hoc wireless networks, i.e., radio waves, infrared, etc., can be easily 

eavesdropped. Hostile environments like battlefields or serious rescue operations are some of the important 

target application areas for ad hoc wireless networks. 
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Attack Prevention Properties: 

The following properties can be integrated into routing protocol messages to prevent attacks that exploit the 

vulnerability of unprotected information in transition of packets. These properties can decrease vulnerabilities 

during transmission process.  

A. Timeliness: Routing updates need to be delivered in a timely fashion. Update messages that arrive late 

may not reflect the true state of the links or routers on the network. They can cause incorrect forwarding or even 

propagate false information and weaken the credibility of the update information. If a node that relays 

information between two large connected components is advertised as "down" by malicious neighbors, large 

parts of the network become unreachable. Most ad hoc routing protocols have timestamps and timeout 

mechanisms to guarantee the freshness of the routes they provide. 

B. Ordering: Out-of-order updates can also affect the correctness of the routing protocols. These messages 

may not reflect the true state of the network and may propagate false information. Ad hoc routing protocols have 

sequence numbers that are unique within the routing domain to keep updates in order. 

C. Authenticity: Routing updates must originate from authenticated nodes and users. Mutual 

authentication is the basis of a trust relationship. Simple passwords can be used for weak authentication. Each 

entity can append a public key certificate (Hajihashemi, R., et al., 2013), attested by a trusted third party to 

claim its authenticity. The certifying authority can implement a password based login or a challenge-response 

mechanism to authenticate the identity in the first place. The receiving node can then verify this claim by 

examining the certificate. One of the problems in ad hoc networking is the absence of a centralized authority to 

issue and validate certificates of authenticity. 

D. Authorization:  An authenticated user or node is issued an unforgettable credential by the certificate 

authority. These credentials specify the privileges and permissions associated by the users or the nodes. 

Currently, credentials are not used in routing protocol packets, and any packet can trigger update propagations 

and modifications to the routing table. 

E. Integrity: The information carried in the routing updates can cause the routing table to change and alter 

the flow of packets in the network. Therefore, the integrity of the content of these messages must be guaranteed. 

This can be accomplished by using message digests and digital signatures (Madria, S., J. Yin, 2009). 

F. Non-repudiation:  Routers cannot repudiate ownership of routing protocol messages they send. A major 

concern with the updates is the trust model associated with the propagation of updates that originate from distant 

nodes. Ad-hoc nodes obtain information from their neighbors and forward it to their other neighbors. These 

neighbors may forward it to other neighbors and so on. In most existing protocols, nodes cannot vouch for the 

authenticity of updates that are not generated by their immediate neighbors. In order to preserve trust 

relationships, it becomes necessary to form a chain of routers it means using signatures to protect integrity and 

authenticate everyone in turn, following the chain to the source. This is necessary because trust relationships are 

not transitive.  

G. Confidentiality: In addition to integrity sometimes it may be necessary to prevent intermediate or non-

trusted nodes from understanding the contents of packets as they are exchanged between routers. Encrypting the 

routing protocol packets themselves can prevent unauthorized users from reading it. Only routers that have the 

decryption key can decrypt these messages and participate in the routing. This is employed when a node cannot 

trust one or more of its immediate neighbors to route packets correctly, etc. 

 

Certificate Authority: 

Cryptographic schemes such as digital signatures are often employed to protect both routing info as well as 

data. Public key systems are generally espoused because of its upper hand in key distribution. In public key 

infrastructure each node has a public/private key pair. Public keys distributed to other nodes, while private keys 

are kept to nodes themselves and that too confidentially. Third party (trusted) called Certification Authority 

(CA) is used for key management.CA has a public/private key pair, with its public key known to every node and 

signs certificates binding public keys to nodes. The trusted CA has to stay online to reflect the current bindings, 

since the bindings could change overtime. Public key should be revoked if the owner node is no longer trusted 

or is out of network. 

 

Cryptography and Attacks: 

Attacks on the trust hierarchy can be broadly classified as “Outsider Attacks” and “Insider Attacks”, based 

on the trust value associated with the identity or the source of the attack. What is needed as a solution is a 

binding between identity of the user with the associated trust level. Without this binding, any user can 

impersonate anybody else and obtain the privileges associated with higher trust levels. To prevent this, stronger 

access control mechanisms are required (AAA or Authentication, Authorization and Accounting). In order to 

force the nodes and users to respect the trust hierarchy, cryptographic techniques, e.g., encryption, public key 

certificates [5], shared secrets etc., can be employed. For example, all authenticated users belonging to a trust 

level can share a secret key. Traditionally strong authentication schemes are used to combat outsider attacks. 
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The identity of a user is certified by a centralized authority, and can be verified using a simple challenge-

response protocol. Various schemes including the application of threshold cryptography, techniques for key 

sharing (Hajihashemi, R., et al., 2013), and techniques for key agreement between multiple cooperating entities 

in dynamic collaborative groups (Kim, Y. et al., 2000) have been proposed to tackle the lack of a centralized 

authority in an ad hoc network. Routing protocol packets in existing ad-hoc algorithms do not carry 

authenticated identities or authorization credentials, and compromised nodes can potentially cause a lot of 

damage. Insider attacks are hard to prevent in general at the protocol level. Some techniques to prevent insider 

attacks include secure transient associations; tamper proof or tamper resistant nodes etc. For example, every 

time a user wants to send a RREQ, the node may require that a user re-key a password, or present his fingerprint 

for biometric analysis to prove his identity. If the device is lost or captured by an unauthorized user, and an 

attempt to send RREQs is made, this is detected by the node. The node can then destroy its keys to avoid 

capturing.  

 

Securing Ad-hoc Protocols: 

In an ad hoc network, from the point of view of a routing protocol, there are two kinds of messages: the 

routing messages and the data messages. Both have a different nature and different security needs. Data 

messages are point-to point and can be protected with any point-to-point security system (like IPSec). On the 

other hand, routing messages are sent to immediate neighbors, processed, possibly modified, and resent. 

Moreover, as a result of the processing of the routing message, a node might modify its routing table. This 

creates the need for the intermediate nodes to be able to authenticate the information contained in the routing 

messages (a need that does not exist in point-to-point communications) to be able to apply their import 

authorization policy. 

Another consequence of the nature of the transmission of routing messages is that, in many cases, there will 

be some parts of those messages that will change during their propagation. This is very common in Distance-

Vector routing protocols, where the routing messages usually contain a hop count of the route they are 

requesting or providing. Therefore, in a routing message we could distinguish between two types of information: 

mutable and non-mutable. It is desired that the mutable information in a routing message is secured in such a 

way that no trust in intermediate nodes is needed.   

Otherwise, securing the mutable information will be much more expensive in computation, plus the overall 

security of the system will greatly decrease. If the security system we are using to secure the network 

transmissions in a MANET network is IPSec, it is necessary that the IPSec implementation can use as a selector 

the TCP and UDP port numbers. This is because it is necessary that the IPSec policy will be able to apply 

certain security mechanisms to the data packets and just bypass the routing packets (that typically can be 

identified because they use a reserved transport layer port number). 

 
Table 1: Comparison of Wireless Ad-hoc Security Approaches 

Feature VPN IPSec 

Strong authentication 

 

Yes, only when not using  

shared key authentication 

Yes, if using certificate or Kerberos 

authentication 

Strong data encryption Yes Yes 

Transparent connection and 

reconnection 

No Yes 

User authentication 
 

Yes No 

Computer authentication 

 

No Yes 

Protects broadcast and multicast traffic Yes No 

Additional network devices required Yes, VPN and RADIUS servers No 

Secures access to the WLAN instead 
of just to the packets 

No No 

 

Threat Types in Ad-hoc (Hajihashemi, R., et al., 2013): 

A. Interruption: The flow of routing protocol packets, especially route discovery messages and updates 

can be interrupted or blocked by malicious nodes. Attackers can selectively filter control messages and updates, 
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and force the routing protocol to behave incorrectly. If a node filters packets that belong to the same trust level 

as itself, the broadcast nature of the communication channel can help in detection of interruption attacks by 

other listeners within transmission range (Robinpreet Kaur and Mritunjay Kumar Rai, 2012). 

B. Interception: Routing protocol traffic and control messages, e.g., the “keep- alive" and “are-you-up" 

messages can be detected, rerouted. We should protect them by the messages are protected by the key 

management infrastructure. In addition, the use of flooding makes these attacks superfluous. 

C. Modification: The integrity of the information in routing protocol packets can be compromised by 

modifying the packets themselves. False routes can be propagated, and legitimate nodes can be bypassed. We 

can use a suite of cryptographic techniques that can be incorporated on a need-to-use basis to prevent 

modification. These include digital signatures and encryption. 

D. Fabrication: False route and metric information can be inserted into legitimate protocol packets by 

malicious insider nodes. In such a situation, the sender of the RREQ may receive multiple RREPs. As a solution 

we can get the first RREP that arrives at the sender. The sender can be modified to verify that the RREP has 

credentials that guarantee the integrity of the metrics, and repudiate the ownership of attributes by challenging 

the intermediate nodes.  

 

Active and Passive Attacks: 

Other attacks include replay, timing vulnerabilities and passive attacks. Routing updates that reflect 

transient topology changes can be stored and retransmitted at a later point of time to trigger false updates and 

false route propagations. It is suitable to provide automatic replay protection by using sequence numbers and 

timestamps. Active attacks are adversaries actively attempt to change the behavior of the protocol. The 

complements of these attacks are passive attacks, where the behavior of the adversary is more subtle. Examples 

of passive attacks include hidden channels, traffic analysis, sniffing to compromise keys etc. The information 

inadvertently disclosed to passive attackers by the protocol packets, can be used to launch active attacks. 

Protection against eavesdropping or sniffing at the MAC layer can be accomplished by using a suitable MAC 

layer encryption protocol. Protections against passive attacks are difficult in general and many techniques have 

been proposed to tackle these problems. 

 

Conclusion: 

Cryptography methods like Public key Infrastructure, Hashing functions and Digital Certificate are some 

kinds of attack prevention methods and with these rules network administrators can hide and protect their 

sensible information from unauthorized users outside of the network and their malicious functions which most 

of them are classified as malevolent activities that are dangerous to usual performance of network. These 

misbehavior activities are ordinary in any kind of network environment and implementing such preventing rules 

is essential in network environments in any scale. Furthermore, encryption methods are still vulnerable to inside 

attacks and mostly are useful to defend our networks from outside malicious behaviors.    
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